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Abstract
Automatic Dependent Surveillance-Broadcast (ADS-B) trajectory data is critical for aviation research, yet

data quality is frequently impaired by sensor noise, transmission errors, or spoofing. This paper pro-

poses an unsupervised, feature-specific anomaly detection framework comprising three Long Short-Term

Memory (LSTM) autoencoders targeting position, speed, and vertical motion. Using dual reconstruction

error thresholds controlled by a scaling parameter r , the framework flags anomalies and assists in error

localization across trajectory dimensions without requiring labelled training data. Evaluated on OpenSky

trajectories from Swiss airspace, the models successfully detect injected anomalies across various scales

and align reasonably well with traditional heuristic filters, while allowing the false-positive rate on normal

flight data to be tuned down to one percent or below.
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1. Introduction 10

ADS-B trajectory data is widely used in aviation research for trajectory prediction, conflict detection, 11

and traffic-flow analysis [1]. Further applications include airport and route optimization [2], as well 12

as sustainability research through improved emissions estimates [3]. All of these applications rely 13

on accurate and consistent trajectories, and poor data quality impairs their performance [4]. Because 14

ADS-B messages are broadcast without authentication and are received by heterogeneous ground 15

stations, recorded trajectories can contain erroneous segments. These errors can arise from data 16

acquisition and encoding issues as well as deliberate spoofing, making data-quality assessment a 17

prerequisite for downstream use [5, 6]. 18

In this work, we use the term normal trajectory to denote kinematically plausible aircraft motion, 19

characterised by smooth, physically consistent position, speed, and vertical motion profiles as typ- 20

ically observed in recorded flights. Conversely, an anomalous trajectory contains one or more devi- 21

ations from this behaviour, such as position jumps, noise, frozen or drifting values, or implausible 22

speed and vertical rate offsets and spikes. The distinction is made at the trajectory level, even when 23

deviations affect only individual segments. We consider such data-quality anomalies broadly, with- 24

out distinguishing their origin, and aim at general-purpose data-quality assessment rather than at a 25

specific route, aircraft type, or attack scenario. 26

A range of classical signal-processing andmachine-learningmethods have been proposed for detect- 27

ing anomalies in aircraft trajectory data. Classical approaches use threshold rules, clustering, and 28

Kalman-based filtering [7]. These methods depend on hand-crafted rules and parameters, which 29

makes them laborious to maintain for large-scale datasets, where manual inspection is impractical. 30
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Machine-learning approaches, particularly encoder-decoder architectures, instead learn normal be- 31

haviour from data and flag deviations via reconstruction error [8]. Habler and Shabtai [9] applied an 32

LSTM encoder-decoder to specific flight routes, reporting a 4.3 % false alarm rate with limited trans- 33

ferability, while other studies use variational and generative LSTM variants to detect attacks like 34

spoofing [10, 11]. However, these models primarily target route-specific or security-related anoma- 35

lies rather than general-purpose data-quality assessment. They provide little insight into which 36

trajectory characteristics drive an anomaly and lack quantitative scores for automated screening, a 37

gap critical for offline screening, where false alarms cause unnecessary data loss. Furthermore, stan- 38

dard preprocessing steps can distort trajectory characteristics and remove rare but genuine events 39

[1]. 40

We propose an unsupervised framework of three feature-specific LSTM autoencoders for position, 41

speed, and vertical motion, trained on flights that pass a quality filter and therefore define “normal”. 42

Our study investigates (i) whether such autoencoders distinguish normal from anomalous trajectory 43

segments, (ii) towhat extent a flag can be attributed to the feature group inwhich the error originates, 44

and (iii) whether feature-specific reconstruction errors can serve as interpretable anomaly scores for 45

automated screening. 46

2. Methods 47

2.1 Data and Preprocessing 48

We used OpenSky [5] ADS-B trajectories from 24 randomly selected days in 2024 within Swiss 49

airspace. The data was resampled to 1Hz in preprocessing. A rule-based filtering pipeline was ap- 50

plied to determine which flights were retained for analysis. Flights were excluded if they fell outside 51

the study scope (e.g., general aviation and gliders identified by callsign prefixes), did not meet min- 52

imum thresholds for duration, speed, or altitude, contained temporal gaps, or violated plausibility 53

and consistency criteria. The latter included discrepancies in position-derived distances, implausible 54

changes in track or speed, and threshold exceedances in derived consistency features. 55

Flights rejected by the plausibility and consistency checks were retained separately to evaluate how 56

far the models flag the same data that these rules exclude. Of the 87 515 initial flights, 9924 passed the 57

filtering pipeline. These were split by flight ID into training, validation, and test sets (70 %, 10 % and 58

20 %, respectively) before segmentation to prevent data leakage from overlapping sequences across 59

the sets. Each set was then segmented into overlapping 60 s sequences with a stride of 15 s, yield- 60

ing 279 347, 39 882, and 78 033 sequences, respectively. All features were scaled using parameters 61

estimated exclusively from the training set. 62

2.2 Feature Groups and Models 63

We developed three separate LSTM autoencoders, each operating on a distinct feature group: Po- 64

sition, Speed, and Vertical. This separation allows detected anomalies to be attributed to the corre- 65

sponding aspect of aircraft motion. Besides directly observed quantities, the groups include derived 66

consistency measures that can reveal discrepancies between signals even when individual measure- 67

ments appear plausible. All models were implemented in Keras and TensorFlow. 68

For each group, we compared several encoder–decoder LSTM architectures varying in capacity, la- 69

tent dimension, loss function, activation function and smoothing (selected architectures: Table 1). 70

Onemodel per groupwas selected using normal data only, based on feature-wise mean squared error 71

(MSE) and coefficient of determination (R2) on the validation set, the training–validation error gap, 72

and the false-positive rate (FPR) on normal test sequences. Results are averaged over six training 73

seeds. 74
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Table 1. Input features and architectures of the three LSTM autoencoders. Architectures are specified as encoder layer
widths / latent dimension and activation function / decoder layer widths.

Model Features Architecture Loss

Position dx (m), dy (m), turn intensity (◦) 96, 48 / 24 (tanh) / 96, 192 MSE
Speed groundspeed (kt), ∆groundspeed

(kt s−1), gs_diff (kt)
128, 64 / 32 (ReLU) / 128, 256 Huber

Vertical altitude (ft), vertical rate (ft min
−1),

vs_diff (ft min
−1)

128, 64 / 32 (ReLU) / 128, 256 Huber

2.3 Anomaly Scoring and Thresholds 75

Anomalies are identified from reconstruction errors, with larger deviations between the observed 76

and reconstructed features indicating potentially anomalous behaviour. For each sequence of t = 77

1, . . . , T (T = 60) time steps, let xt,f denote the scaled value of feature f at time step t and x̂t,f its 78

reconstruction. The squared reconstruction error et,f and the mean squared error MSEf over the 79

sequence are defined as 80

et,f =
(
xt,f − x̂t,f

)
2

, MSEf =
1

T

T∑︁
t=1

et,f . (1)

We apply two complementary detection criteria to capture both persistent deviations and short-lived 81

anomalies. The sequence-level criterion uses MSEf to identify deviations extending over multiple 82

time steps. However, an anomaly lasting only k steps contributes proportionally to k/T of the se- 83

quencemean andmay therefore remain undetected. The step-level criterion addresses this limitation 84

by identifying sequences containing at least two time steps with unusually large reconstruction er- 85

ror. For each feature, the thresholds are determined from normal validation data: τf is the 99 % 86

quantile of the sequence-level MSEf , while θf is the 99.9 % quantile of et,f across all validation time 87

steps. A feature is flagged as anomalous if 88

MSEf > r · τf or

T∑︁
t=1

1
[
et,f > r · θf

]
≥ 2, (2)

where r ≥ 1 jointly scales both thresholds. The default setting is r = 1, while larger values reduce 89

sensitivity and the frequency of false alarms. A sequence is flagged by a model if at least one of its 90

features satisfies either criterion. The overall anomaly decision is positive if any of the three models 91

flags the sequence. 92

2.4 Evaluation 93

We evaluate the autoencoders using two complementary approaches. First, synthetic anomalies of 94

known magnitude and duration are injected into held-out normal flights to assess detection sen- 95

sitivity under controlled conditions. An injected anomaly is considered detected if it causes the 96

corresponding model to flag a sequence that was not flagged in the unmodified flight. Second, the 97

models are applied to flights rejected by the plausibility and consistency checks during data prepa- 98

ration. We measure the proportion of rule violations detected by the autoencoders to assess their 99

agreement with conventional rule-based filtering. Since these rules were designed for data cleaning 100

rather than establishing ground-truth anomaly labels, this evaluation provides a comparison with 101

heuristic filtering rather than an independent measure of detection accuracy. 102
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3. Results and Discussion 103

We first assess the flagging rates on normal test data, followed by the detection of injected anomalies 104

and rule violations in excluded flights. All results are averaged over six training seeds and reported 105

for threshold scaling factors r ∈ {1, 1.5, 2}. 106

3.1 Baseline Performance on Normal Data 107

At r = 1, the three models flag between 2.9 % and 4.1 % of normal test sequences. Increasing the 108

threshold scaling factor to r = 1.5 reduces these rates to 0.7 % to 1.6 %, while at r = 2 they remain at 109

or below 1.0 % (Table 2). The rates at r = 1 exceed the nominal 1 % validation quantile because a se- 110

quence is flagged if any feature-level detection criterion is satisfied, increasing the overall probability 111

of an alarm. 112

Table 2. Share of normal test sequences flagged (%), mean over six seeds.

Model r = 1 r = 1.5 r = 2

Position 4.1 0.7 0.2
Speed 2.9 1.6 1.0
Vertical 3.3 1.4 0.7

3.2 Detection of Injected Anomalies 113

We injected jumps, spikes, offsets, noise, drift, and freezes of increasing size and duration into normal 114

flights. Zero-magnitude control injections produced no additional detections, indicating that the 115

injection procedure itself did not introduce detectable artifacts. Table 3 gives, for r = 1 and r = 2, 116

the smallest tested size at which at least half of the events and at least 95 % of the events are found. 117

Ranges cover the tested durations. 118

Table 3. Injected anomalies: smallest tested size detected in at least 50 % and 95 % of the events. Ranges cover the tested
durations. Sizes refer to errors injected into the raw signal before smoothing.

r = 1 r = 2

Model Anomaly 50 % 95% 50% 95%

Position jump, temporary [m] 25-50 75–250 50–75 100–250
jump, persistent [m] 50 250 75 250
noise, σ [m] 5 10 10 30
drift [m/s] 15 50 20 50

Speed noise, σ [kt] 1 1 1 1.5
offset / spike [kt] 2–5 2–5 2–5 5
drift [kt/s] 0.1 0.1 0.1 0.25

Vertical altitude noise, σ [ft] 100 100 100 200
altitude spike [ft] 100 100–200 100–200 200–300
altitude step [ft] 100 150 150 200
rate spike [ft/min] 300 300–400 300–400 400–500
rate offset [ft/min] 300 300–400 400 500

The low detection limits for speed reflect the smoothness of the preprocessed groundspeed: the 119

model reconstructs normal sequences almost exactly, so the validation-based thresholds are narrow 120

and even small deviations exceed them. 121
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Increasing r raises detection limits but preserves sensitivity to large errors: the largest tested size 122

of every anomaly type except a frozen vertical rate is still detected in at least 95 % of the events. 123

Frozen positions (99 % to 100 %), frozen altitudes (98 % to 100 %) and vertical-rate sign flips (100 %) 124

are almost always detected, as are frozen speeds that change by at least 10 kt during the freeze. A 125

frozen vertical rate is the weakest case (59 % to 76 % on average, 62 % to 86 % at best, depending on 126

r), because constant climb rates also occur in normal flight. Slow position drift needs 15m s
−1

to 127

20m s
−1

for a detection rate of 50 % and 50m s
−1

for 95 %. 128

Anomalies injected into one signal never raised an alarm in the model of an unrelated signal with 129

one exception: position errors also change the position-derived speed used by gs_diff. At r = 1 130

the speed model therefore flags frozen positions (100 %) and 250m jumps (97.5 % to 99.3 %; persistent 131

jumps 79 %), but only 16 % to 35 % of 50m jumps, depending on the duration. A position fault can 132

thus appear in both models, whereas speed and vertical faults are flagged only by their own model. 133

3.3 Detection of Anomalies in Excluded Flights 134

We next examine whether the autoencoders identify violations of the rule-based criteria used during 135

data preparation. Since these criteria were designed for data cleaning rather than ground-truth 136

anomaly labelling, the resulting detection rates measure agreement with heuristic filtering rather 137

than detection accuracy. 138

To understand this agreement, we distinguish two rule categories: Plausibility rules (dist_diff, 139

gs_jump, vertical_rate) mark gross errors far outside normal operation. In contrast, the consis- 140

tency limits gs_diff and vs_diff act on smoothed features that are also model inputs, meaning 141

the training data end at these limits by construction. Table 4 shows, for the rule belonging to each 142

model, the share of violations that lie in at least one flagged sequence. 143

Plausibility violations are found almost completely (gs_jump and vertical_rate: 99 % to 100 %; 144

dist_diff: 82 % to 96 %). The consistency limits are detected less often, as expected: a value just 145

above the limit lies at the edge of the range the model was trained on and is hardly unusual to it. 146

Most gs_diff violations exceed the limit only marginally (median 52 kt), persist for only one or two 147

rows and occur near the start or end of a flight (92 %), so they are averaged out over the sequence. 148

Consistently, vs_diff detection increases with the size of the violation (71 % to 78 % at r = 1 for 149

violations below and above 3000 ftmin
−1
, respectively), whereas the few large gs_diff violations 150

show no clear trend. 151

Table 4. Excluded data: share of violations of the model’s own rule that are detected [%], with the rule limit and the number
of violations. Top: plausibility rules; bottom: consistency limits.

Model Rule Limit Violations r = 1 r = 1.5 r = 2

Position dist_diff >50m 27 581 96.2 88.6 81.7
Speed gs_jump >30m s

−2
70 100.0 100.0 100.0

Vertical vertical_rate >6000 ftmin
−1

772 100.0 99.7 99.4

Speed gs_diff ≥45 kt 715 60.2 41.6 32.6
Vertical vs_diff ≥2000 ftmin

−1
7308 72.5 58.4 48.3

These excluded-flight results are not used to estimate specificity, since violations of one rule cannot 152

be assumed to represent normal observations for the other models. Instead, false-alarm behaviour 153

is assessed on the normal test sequences in Section 3.1, while the injected anomalies provide a con- 154

trolled assessment of detection sensitivity. 155
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3.4 Limitations 156

Synthetic anomalies were injected individually into flights and represent a limited range of error 157

patterns. No manually labelled real anomalies were available, and the excluded flights provide only 158

an imperfect substitute because the exclusion rules were designed for data cleaning. In particular, 159

gs_diff and vs_diff serve both as model inputs and exclusion criteria, meaning that their detection 160

rates primarily reflect model behaviour near the boundaries of the training data rather than detection 161

accuracy. Small, short-lived deviations in absolute quantities such as altitude remain difficult to de- 162

tect because of their natural variability across flight phases. Furthermore, the evaluation is restricted 163

to Swiss airspace, leaving generalisability to other airspaces and route structures untested. Finally, 164

some sequences flagged as anomalous may contain genuine but unlabelled anomalies, making it 165

impossible to distinguish these detections from false alarms. 166

4. Conclusion and Outlook 167

We presented an unsupervised approach to ADS-B trajectory anomaly detection using three LSTM 168

autoencoders for position, speed, and vertical motion. Detection thresholds were derived from nor- 169

mal validation data, eliminating the need for labelled anomalies during training and calibration. The 170

models detected a wide range of injected anomalies, including position jumps, altitude errors, and 171

speed deviations, while allowing sensitivity to be adjusted through a single threshold scaling factor 172

r . At r = 1, approximately 3 % to 4 % of presumed-normal test sequences were flagged. Increasing r 173

reduced these rates to at most 1 %, while maintaining high detection rates for larger anomalies. The 174

separate feature groups also supported anomaly attribution, although position errors could trigger 175

both the position and speed models. Evaluation on excluded flights showed strong agreement with 176

plausibility rules but lower detection rates for consistency-limit violations, highlighting the difficulty 177

of identifying deviations close to the boundaries of normal training data. 178

Future work should evaluate the approach using manually labelled real anomalies and trajectories 179

from other airspaces to establish detection accuracy and generalisability. Further improvements 180

could include combining model outputs to identify the likely source of an anomaly, adapting thresh- 181

olds to different flight phases, and developing segment-level filtering to remove affected trajectory 182

portions without discarding entire flights. 183
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