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Abstract
ADS-B lacks native cryptographic source authentication, while aviation’s long deployment lifetimes mo-
tivate quantum-resistant security. This study evaluates digital signatures conveyed through additional,
fragmented 1090 MHz Extended Squitter transmissions. A reproducible framework combines day and
night Mode S recordings from an OpenSky receiver at TU Delft with real signatures, and modeled pro-
cessing and transmission queues. Each recording supplies a one-hour target window and a ten-minute
authentication follow-up. Across 480 replay cases, ECDSA P-256 provides a classical reference for Falcon-
512 and ML-DSA-44. Scenarios vary in message grouping, fragment transmission rate, receiver capac-
ity, and reception assumptions, tracking ordinary reception separately from authentication. Under the
no-interference control, with groups of 20 messages and 50 authentication frames/s per aircraft, Falcon
authenticates 22.66% of daytime and 24.82% of nighttime targets within ten seconds of their source times-
tamps; ML-DSA authenticates none within this deadline. Across all tested scenarios using the assumed
capture model, neither post-quantum scheme authenticates any target by the 70-minute cutoff because
complete authentication material is not recovered. Grouping reduces communication demand and im-
proves ordinary reception, but does not resolve reconstruction failures. SLH-DSA-SHA2-128s is validated
on small workloads but excluded from full replay because of its high signature-generation cost and com-
munication requirements. These findings are conditional on recorded timing, computational profiles, and
interference assumptions. They identify barriers to comprehensive post-quantum authentication through
the evaluated fragmented-signature design and motivate joint design of authentication, transport, and
loss recovery.
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1. Introduction 14

Automatic Dependent Surveillance-Broadcast (ADS-B) supports air-traffic surveillance through the 15

periodic broadcast of aircraft identity and state information. However, its widely deployed 1090MHz 16

Extended Squitter (1090ES) implementation provides no native cryptographic source authentication, 17

leaving receivers unable to establish message authenticity from the broadcast alone [1]. Introduc- 18

ing conventional signatures such as ECDSA could provide authentication, but a sufficiently capable 19

quantum computer could recover their signing keys using Shor’s algorithm and generate signatures 20

that pass verification [2]. Aviation’s long development, certification, and operational lifetimes make 21

quantum resistance a present design consideration, since an authentication extension introduced 22

today may remain deployed when such attacks become feasible [3]. Standardized post-quantum sig- 23

natures offer candidate mechanisms, but their security alone does not establish their suitability for 24
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ADS-B [4, 5]. 25

The difficulty is both computational and communicational. Authentication material must share a 26

constrained radio channel with surveillance traffic, while aircraft generate signatures and receivers 27

reconstruct and verify them. Existing proposals explore different combinations of signatures, de- 28

layed key disclosure, and alternative transport mechanisms [6]. This paper examines the specific 29

feasibility of conveying digital signatures through additional 1090ES-style transmissions. Ordinary 30

message reception and subsequent authentication are treated separately: surveillance information 31

can arrive before sufficient supporting material is available to establish its authenticity. 32

This work develops a reproducible evaluation using Mode S recordings from an OpenSky receiver 33

hosted at TU Delft. Real cryptographic signatures are combined with a replay model of message 34

grouping, fragment transmission, processing queues, and assumed interference. ECDSA P-256 pro- 35

vides a classical reference for Falcon-512 and ML-DSA-44 in the completed replay; SLH-DSA-SHA2- 36

128s is additionally examined through implementation validation and analytical screening. The 37

evaluation varies group size, fragment transmission rate, receiver processing capacity, and chan- 38

nel assumptions, measuring ordinary reception, authentication coverage, and authentication delay. 39

2. Background & Related Work 40

2.1 ADS-B 1090ES and Authentication Constraints 41

ADS-B operating on the 1090ES data link transmits identity, position, velocity, and other state infor- 42

mation, using 112-bit Mode S Extended Squitter messages. Of these 112 bits, 56 constitute the ME 43

field carrying the ADS-B application data, while the remaining fields are required for message iden- 44

tification, aircraft addressing, and parity/interrogator identification. The ME field is itself allocated 45

according to the ADS-B message type and therefore does not constitute unused capacity available 46

for arbitrary content. Importantly, 1090ES provides no generic fragmentation and reassembly mech- 47

anism through which larger objects can be transported across multiple messages [7, 8, 9]. 48

The 1090ES protocol has parity mechanisms to provide error detection and support Mode S address- 49

ing functions, but does not establish the authenticity of the transmitter or protect message contents 50

against deliberate modification. The protocol offers no mechanisms for transporting cryptographic 51

credentials, establishing sessions, exchanging keys, or associating large authentication objects with 52

sequences of ADS-B messages. Introducing digital signatures into 1090ES must therefore be treated 53

as a protocol-extension problem rather than as the addition of a security field to an existing message. 54

ADS-B transmissions are periodic and asynchronous, and share the 1090 MHz channel with other 55

surveillance traffic. Depending on the information being transmitted and the operational state of the 56

aircraft, multiple Extended Squitters may be generated per second. A representative modeling value 57

of up to 6.2 ADS-B transmissions per second per aircraft corresponds to approximately 0.0744% of 58

raw channel airtime per aircraft when an Extended Squitter duration of approximately 120 µs is 59

considered [10]. ADS-B channel usage increases with aircraft density and is dwarfed by Mode S and 60

other surveillance transmissions on the same frequency. Consequently, any in-band authentication 61

mechanism introduces additional load on an already congested channel. 62

2.2 Existing ADS-B Authentication Research 63

The absence of native authentication in ADS-B has motivated research into mechanisms for estab- 64

lishing message integrity and source authenticity. Existing approaches include asymmetric digital 65

signatures, identity-based and certificate-less cryptography, delayed-disclosure symmetric authenti- 66

cation, and physical- or infrastructure-based verification [11]. Despite their different security archi- 67

tectures, these cryptographic proposals face a common challenge: for successful real-world adoption, 68
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authentication must be implemented within the restricted communication capacity of ADS-B while 69

preserving its broadcast operation and compatibility with existing infrastructure. 70

Several works have investigated asymmetric authentication directly. Baek et al. proposed an identity- 71

based signature scheme that precomputes message-independent operations before a surveillance 72

message becomes available, reducing the computation required to complete its signature afterward 73

[12]. Other approaches have considered hierarchical identity-based signatures with batch verifica- 74

tion and certificate-less short signatures, addressing receiver verification workload, key manage- 75

ment, and communication overhead [13, 14]. An alternative line of research employs delayed key 76

disclosure to avoid public-key operations on individual ADS-B messages. Prakash et al. proposed 77

authentication through retroactive key publication [15], while other approaches have similarly in- 78

vestigated time-dependent symmetric authentication for the ADS-B broadcast environment. 79

More recently, the Compatible Authenticated Bandwidth-efficient Broadcast protocol for ADS-B 80

(CABBA) combines TESLA-based authenticationwith public-key infrastructure and theD8PSK phase 81

overlay capability specified in DO-260C [6]. This allows authentication information to be conveyed 82

without relying exclusively on additional conventional Extended Squitter transmissions. Prelim- 83

inary software-defined radio experiments demonstrated that the two tested legacy receivers con- 84

tinued to decode ordinary ADS-B information correctly, while a separate traffic-based analysis esti- 85

mated additional packet transmissions below 6% across the evaluated configurations. These findings 86

are promising for bandwidth-efficient, backward-compatible authentication. However, the evalu- 87

ated design uses ECDSA for its public-key component and does not assess post-quantum signatures. 88

Consequently, the reported results do not establish the communication overhead or authentication 89

performance of a post-quantum adaptation of CABBA, which would require further evaluation [6]. 90

Other research has considered physical- and infrastructure-based verification, including multilat- 91

eration, time-difference-of-arrival, ranging, and direction-of-arrival techniques [1, 16]. These ap- 92

proaches independently verify the physical origin or plausibility of a received transmission but do 93

not provide cryptographic message-origin authentication; thus, they are complementary. 94

2.3 Post-Quantum Authentication and Research Gap 95

While ADS-B authentication has received considerable attention, its treatment from a post-quantum 96

perspective remains limited. PQC has been investigated more broadly for aeronautical communica- 97

tions, particularly for security-aware future systems such as LDACS [17, 18, 19]. In contrast, little 98

work has examined the integration of post-quantum authentication into the 1090ES environment. 99

Recent ADS-B research continues to investigate new signature constructions, including hierarchi- 100

cal identity-based schemes [20], but has focused primarily on cryptographic security and compu- 101

tational performance rather than the system-level interaction of authentication mechanisms with 102

1090ES traffic. This leaves a gap between the development and standardization of post-quantum 103

digital signatures and their operational feasibility within ADS-B 1090ES. 104

In this paper, rather than proposing a new protocol, we address this gap by evaluating how the size 105

and computational characteristics of NIST-standardized and selected post-quantum digital signa- 106

tures interact with real ADS-B traffic. 107

3. Evaluation Framework 108

3.1 Security Objective and Scope 109

This evaluation addresses message-origin authentication and integrity using post-quantum digital 110

signatures. Confidentiality, jamming resistance, and location verification are out of scope and re- 111

quire complementary mechanisms. The focus is on the system-level feasibility of integrating digital 112
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Table 1. Digital signature schemes and parameter sets considered in the evaluation.

Role Scheme Parameter set PK [B] Signature [B]

Classical baseline ECDSA P-256 65 64

PQC candidate ML-DSA ML-DSA-44 1312 2420
PQC candidate Falcon Falcon-512 897 Variable (approx. 655)
PQC candidate SLH-DSA SLH-DSA-SHA2-128s 32 7856

signatures into ADS-B. The analysis considers the generation, transmission, reconstruction, and 113

verification of authentication material, as well as the resulting communication and computational 114

requirements. Key provisioning, certificate distribution, trust-anchor management, revocation, and 115

the detailed encoding of an eventual protocol extension are outside the scope. A valid association 116

between an aircraft identity and the corresponding verification key is therefore assumed. 117

The evaluation is restricted to ADS-B over 1090ES. The alternative Universal Access Transceiver 118

(UAT) link operates at 978 MHz and uses different message formats and transmission procedures 119

[21, 22], which are outside the scope of this paper. 120

3.2 Candidate Signature Selection 121

The U.S. National Institute of Standards and Technology (NIST) established an international pro- 122

cess to evaluate and standardize cryptography resistant to quantum attacks [23]. Selecting algo- 123

rithms from this process provides comparatively mature candidates subjected to multiple rounds of 124

public evaluation and cryptanalysis. The evaluation, therefore, considers ML-DSA and SLH-DSA, 125

standardized as FIPS 204 and FIPS 205, respectively, and Falcon, selected as the basis for FN-DSA 126

standardization under FIPS 206 [4, 5, 24]. 127

These candidates exhibit different characteristics relevant to ADS-B. ML-DSA is a lattice-based 128

scheme balancing signature size and computational performance, and represents NIST’s principal 129

standardized general-purpose post-quantum signature. Falcon is also lattice-based but produces con- 130

siderably smaller signatures, making it relevant to bandwidth-constrained communications. SLH- 131

DSA instead relies on hash functions, providing a structurally different alternative with substantially 132

larger signatures. Together, these schemes expose trade-offs between communication requirements, 133

computational performance, and cryptographic construction. 134

ECDSA P-256 is included as amature, standardized classical reference. ECDSAwith SHA-256 over P- 135

256 has also been specified for authentication within the Aeronautical Telecommunication Network 136

using IPS [25, 26]. P-256 provides approximately 128 bits of security against classical (non-quantum) 137

attacks, corresponding to an estimated attack effort of roughly 2128 operations. Its signature occupies 138

64 bytes when its two components are encoded as fixed-width 256-bit integers. Such a signature, 139

while smaller than its PQC counterparts, already significantly exceeds the capacity of a single ME 140

field. The selected parameter sets and their sizes are summarized in Table 1. 141

3.3 Authentication Architectures 142

The evaluation compares per-message authentication and grouped-message authentication. Both use 143

detached signatures, which are pieces of the information calculated with keys that verify the cor- 144

rectness of the original messages. Both cases assume that the receiver possesses an authenticated 145

public key for the transmitting aircraft. 146

In per-message authentication, each ADS-B message receives its own signature, corresponding to a 147

group size of k = 1. Once themessage contents are complete, signing can begin. The ordinary ADS-B 148
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message is transmitted without waiting for this computation to finish; its signature is sent separately 149

afterward. The receiver reads the message upon reception, but initially treats it as unauthenticated. 150

Authentication occurs only after the receiver has obtained the complete signature and successfully 151

verified it against the message. 152

In grouped-message authentication, one signature covers k > 1 consecutive messages from the same 153

aircraft. The aircraft transmits each ordinary message without waiting for authentication and keeps 154

a copy onboard. Once it has created all k messages, it can generate a signature over their stored 155

copies. Eachmessage belongs to only one group. The signed input also includesmetadata identifying 156

the aircraft, the group, and its constituent messages. The signature is transmitted separately. The 157

receiver can read ordinary messages as they arrive, but authenticates the group only after receiving 158

every message in that group and the complete signature, and successfully verifying the signature. 159

Larger k-groups reduce the number of signatures required per ordinary message, potentially reduc- 160

ing processing and transmission queues. However, they introduce a collection delay and require 161

the receiver to obtain all constituent messages before verifying the group. Increasing k therefore 162

creates a trade-off between reduced authentication workload, collection delay, and sensitivity to lost 163

messages; it does not necessarily increase or decrease total authentication delay. 164

3.4 Analytical Constraint Screening 165

We first estimate the minimum communication demand of each signature scheme. For a signature 166

of Ssig bits, allocating the 56-bit ME field of each authentication transmission to signature data gives 167

nfrag,min =
⌈
Ssig
56

⌉
. (1)

This signature-only lower bound excludes association metadata and fragment headers; the imple- 168

mented transport accounts for both, as described in Section 4. 169

With one signature per k surveillance messages, the minimum average overhead is nfrag,min/k ad- 170

ditional transmissions per message. For an aircraft transmitting at a mean rate rADS−B, the corre- 171

sponding normalized authentication airtime demand is 172

Cauth,min = rADS−B
nfrag,min

k
tES, tES = 120 µs. (2)

This quantity represents the required transmission time per unit time, excluding ordinary traffic. 173

4. Trace-Driven Experimental Methodology 174

This section describes how recorded ADS-B traffic is signed and replayed to evaluate the signature 175

schemes. The experiment measures additional communication and processing requirements, effects 176

on ordinary-message delivery, and the coverage and delay of subsequent authentication. 177

Ordinary reception and authentication are tracked separately. Signatures over individual messages 178

or per-aircraft groups are fragmented into additional transmissions. The augmented traffic is eval- 179

uated under a no-interference control and a capture model, using the common receiver procedure 180

that is described in detail in Figure 5. 181

4.1 Dataset and Observation Window 182

For the real-world validation of our assumptions, two decoded Mode S datasets, described in Ta- 183

ble 2, were obtained from an OpenSky receiver at the Faculty of Aerospace Engineering, TU Delft, 184

Netherlands, using the pyModeS live-recording command. 185
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Table 2. Characteristics of the TU Delft recordings. Counts and rates refer to the first-hour target interval.

Characteristic Daytime Nighttime

Observation date(s) 8 October 2026 8–9 October 2026
First-hour interval, CEST 09:30–10:30 23:00–00:00
Follow-up interval, CEST 10:30–10:40 00:00–00:10
Recorded Mode S frames, all DFs 5,322,199 4,497,009
Target DF17 messages 752,053 651,084
Distinct target ICAO addresses 798 412
Mean recorded Mode S rate, frames/s 1,478.39 1,249.17
Mean target DF17 rate, messages/s 208.90 180.86
Maximum distinct target addresses per 60 s 268 183

The experimental input consists of theMode Smessage records and timestamps stored in two .jsonl 186

files. All supplied downlink formats contribute to the recorded channel traffic, while only first-hour 187

DF17messages are selected for authentication. These files contain frames recovered and exported by 188

the receiver and decoder. Unobserved or undecoded transmissions, and Mode A/C replies omitted 189

by the exporter, are unavailable. Consequently, the replay evaluates additional authentication traf- 190

fic against the recorded Mode S traffic rather than a complete measurement of physical 1090 MHz 191

channel occupancy. Furthermore, the inspected recording software assigns timestamps using the 192

receiving computer’s clock separately for each incoming network batch. Variable network and pro- 193

cessing delays can therefore distort the recorded timing between batches. The original receiver 194

counters are not retained, preventing validation of these inter-batch intervals. Replay treats the 195

supplied timestamps as assumed transmission and message-availability times; interference results 196

are therefore conditional sensitivity estimates rather than measured RF loss probabilities. 197

Each replay starts with empty queues. Messages in [0, 3600) s form the target cohort, followed by 198

600 s during which their outstanding signing, transmission, and verification work may complete. 199

Recorded background traffic continues throughout this period, but later messages do not create or 200

complete target groups. The common observation cutoff is therefore 4,200 s. 201

4.2 Cryptographic Implementations 202

ECDSA P-256 uses the Python package cryptography version 50.0.1, its OpenSSL 4.0.2 backend, the 203

SECP256R1 curve, and SHA-256 1. The post-quantum implementations use liboqs-python version 204

0.16.0.1, imported as oqs, linked to native liboqs version 0.16.0 2. The selected liboqsmechanisms are 205

Falcon-512, ML-DSA-44, and SLH_DSA_PURE_SHA2_128S. Actual Falcon signature lengths are retained. 206

ECDSA signatures are converted from the library’s DER encoding to a fixed-width r ∥ s repre- 207

sentation, with 32 big-endian bytes per integer, and converted back for verification. Post-quantum 208

signatures retain the bytes returned by liboqs. The repository’s historical identifier FN-DSA-512 209

selects Falcon-512; it does not denote a finalized FN-DSA implementation, as it has not yet been 210

standardized by NIST. 211

Each aircraft receives an independently generated key pair within each signedworkload. For ordered 212

original messages m1, . . . ,mk , the signed input is 213

M = C ∥ m1 ∥ · · · ∥ mk , σ = Sign(sk,M), (3)

1https://cryptography.io/en/latest/hazmat/primitives/asymmetric/ec/
2https://github.com/open-quantum-safe/liboqs-python
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where ∥ denotes byte concatenation. The serialized context C identifies the aircraft, algorithm, ses- 214

sion, group sequence, source-time interval, message count, key fingerprint, and ordered message 215

tags. The signature covers the complete original message bytes, not merely their association tags. 216

Every generated signature is verified with its public key before being accepted into the signed work- 217

load. Implementation checks also require rejection of modified messages. Public keys, encoded 218

authentication objects, implementation versions, and checksums are retained in reusable artifacts. 219

During replay, verification is performed over the input reconstructed from received material, rather 220

than treating reception as evidence of cryptographic validity. 221

4.3 Authentication Generation and Transmission 222

For each aircraft, consecutive first-hour target messages form non-overlapping groups with k ∈ 223

{1, 5, 10, 20}. A group enters the signing queue once all k messages are available; ordinary messages 224

remain eligible for transmission at their trace timestamps. 225

For a signature of s bytes, the authentication stream contains 56 + 8k + s bytes, including association 226

metadata and length fields. The illustrative transport reserves four of the sevenME-field bytes for the 227

group sequence and fragment index, leaving three bytes of stream data per frame. Its authentication- 228

frame requirement is 229

F (k, s) =
⌈
56 + 8k + s

3

⌉
. (4)

This excludes the original ADS-B messages. Communication characterization also considers the 230

optimistic signature-only bound ⌈s/7⌉, which omits metadata and fragment headers and does not 231

represent a second implemented transport. 232

Each authentication frame occupies 120 µs. Recorded short and long Mode S frames are assigned 233

durations of 64 µs and 120 µs, respectively. Authentication fragments are paced at a maximum of 234

r ∈ {10, 50, 100} frames/s/aircraft,

shared across an aircraft’s groups. These rates are sensitivity settings, not measured channel capac- 235

ities or authorized operational transmission rates. 236

One simulated radio per aircraft schedules target messages and authentication fragments. Ordinary 237

messages take priority over queued fragments; a fragment already transmitting finishes before an- 238

other frame starts. Other recorded traffic retains its supplied timing as background interference. 239

The scheduler, therefore, does not represent complete transponder arbitration across every Mode S 240

message type. 241

The receiver retains ordinary messages and authentication fragments separately. Verification re- 242

quires every fragment and all original messages belonging to the signed group, with unambiguous 243

association. Successful verification authenticates those messages retrospectively. Public keys are as- 244

sumed provisioned. Credential distribution, retransmission, and error correction are excluded, and 245

the hypothetical transport has no allocated operational ADS-B message type. 246

4.4 Computational Model 247

ECDSA uses published P256-Cortex-M4 measurements on a Nordic Semiconductor nRF52840 mi- 248

crocontroller (Arm Cortex-M4, 64 MHz): 5.9 ms per signature and 15.3 ms per verification [27]. 249

Post-quantum reference times are derived from pqm4 cycle counts at 24 MHz [28]. ML-DSA-44 uses 250

approximately 164.30 ms for signing and 59.23 ms for verification. Falcon uses a provisional FN- 251

DSA implementation as a timing proxy, giving approximately 936.24 ms and 16.54 ms, respectively. 252



8 Marcos Cabañas Maldonado et al.

SLH-DSA uses SPHINCS+-SHA2-128s-simple as a lineage proxy, giving approximately 319.06 s for 253

signing and 311.32 ms for verification. 254

Each algorithm uses fixed signing and verification times, without modeling how individual opera- 255

tions vary or how long they might take in the worst case. The timings come from different hardware 256

and software; those for Falcon and SLH-DSA use related implementations rather than the liboqs 257

code. ECDSA timings exclude message hashing and generation of the signing nonce, while the post- 258

quantum benchmarks use 59-byte messages. Processing times are not adjusted for longer signed 259

inputs. These values therefore describe assumed computing capacities, not the measured perfor- 260

mance of a particular aircraft or ground receiver. 261

Each aircraft signs one complete group at a time, with other completed groups waiting in order of 262

readiness. At the receiver, a shared queue collects verification jobs from all aircraft. The primary 263

configuration checks one signature at a time using the algorithm-specific reference duration. A 264

four-worker configuration checks up to four different signatures simultaneously, without shortening 265

individual verification times. A separate configuration checks signatures sequentially but assumes 266

only 1ms per verification for every algorithm, corresponding to a capacity of 1,000 signatures/s. This 267

analyst-selected value tests whether substantially faster verification improves authentication; it is 268

not a measured hardware benchmark. Both sensitivity configurations change receiver verification 269

only, leaving aircraft signing and transmission settings unchanged. 270

Offline multiprocessing used to prepare signatures does not change the simulated worker counts. 271

Queues have no finite capacity limits. Energy use, total memory requirements, and contention with 272

other avionics applications are outside the model. 273

4.5 Replay Scenarios and Channel Assumptions 274

Two reception models are compared: one assumes that overlapping transmissions cause no losses, 275

while the other allows added authentication traffic to interfere with reception. 276

The no-interference control assumes that the receiver successfully receives every frame completed 277

before the observation cutoff, even when transmissions overlap. Group formation, signing, fragment 278

transmission, and verification still take time, and their queues remain active. Authentication can 279

therefore be delayed or unfinished even when reception is perfect. 280

The capture model evaluates losses introduced by adding authentication transmissions. Since the 281

original recording contains successfully decoded frames, overlaps between those frames cause no 282

modeled losses, even after simulated scheduling shifts. Added authentication frames can interfere 283

with ordinary messages and with other authentication frames. For an isolated overlapping pair 284

involving an authentication frame, either frame has an equal chance of being received. These random 285

choices are repeated using five seeds. 286

The scenario template in Table 3 combines these reception models with grouping size, authenti- 287

cation transmission rate, and receiver capacity. It contains 80 cases per algorithm and recording, 288

with identical settings for daytime and nighttime. Every scenario family includes k ∈ {1, 5, 10, 20}. 289

Receiver-capacity sensitivity is evaluated only under the no-interference control at 50 authentication 290

frames/s per aircraft. 291

Without received-power information, the capture model assigns each frame a seeded random prior- 292

ity. For overlaps involving authentication traffic, a frame is rejected if a directly overlapping com- 293

petitor has higher priority. Decisions depend on direct overlaps, so a chain of overlapping frames 294

can have multiple surviving frames. Rejected frames still contribute interference; no interference 295

cancellation is modeled. 296
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Table 3. Replay scenario template per algorithm and recording. Each row includes k ∈ {1, 5, 10, 20}. Reference workers use
algorithm-specific verification times. Authentication rates apply per aircraft.

Scenario family Channel
Rate

(frames/s) Receiver Seeds Cases

Processing and pacing No interference 10, 50, 100 1 reference worker 1 12
Added interference Capture 10, 50, 100 1 reference worker 1–5 60
Parallel receiver No interference 50 4 reference workers 1 4
Faster receiver No interference 50 1 assumed 1 ms worker 1 4

Total per algorithm and recording 80

Capture scenarios are repeated with seeds 1 to 5. Each seed produces repeatable random priorities. 297

All runs use the same recorded traffic and cached signatures; only the capture priorities change. 298

Results report the mean and observed minimum-maximum range across these runs, rather than a 299

confidence interval. Each no-interference configuration is deterministic and runs once. No indepen- 300

dent random losses or additional timing jitter are introduced. 301

Interference between aircraft can cause reception loss but does not make aircraft wait for the shared 302

channel to become free. To isolate losses caused by authentication traffic, reception is also evalu- 303

ated with authentication frames removed while keeping ordinary-message transmission times un- 304

changed. Received power, propagation geometry, and reception through multiple receivers are not 305

modeled. 306

4.6 Evaluation Metrics 307

For a target message, let t0 denote its source trace time, trx its successful reception time, and tauth its 308

successful authentication time. Authentication delay is measured from both origins: 309

Dsource = tauth − t0,
Dreception = tauth − trx.

(5)

Deadline coverage is evaluated at d ∈ {1, 5, 10, 30, 60, 300, 600} s. Source-relative coverage uses all 310

first-hour targets. Reception-relative coverage uses successfully received targets whose complete 311

deadline interval is observable before the cutoff. Eligible and excluded counts accompany these 312

measurements. 313

Authentication-added transmission delay is measured against the same aircraft radio carrying ordi- 314

nary messages only: 315

∆tx,i = tauthtx,i − tordinary-onlytx,i . (6)

This separates authentication contention from ordinary radio queueing already implied by the trace. 316

Since sensor-generation times are unavailable, it does not measure absolute onboard sensor-to- 317

transmission latency. 318

Communicationmetrics distinguish total required authentication frames from frames actually trans- 319

mitted during the observation period. Offered airtime sums frame durations and may exceed elapsed 320

time when transmissions overlap; it is not measured spectrum occupancy. 321

5. Results 322

The completed replay comprises 480 cases across ECDSA P-256, Falcon-512, and ML-DSA-44, using 323

5,678,094 cryptographically verified signatures across the two recordings and four grouping configu- 324
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rations. SLH-DSAwas validated on smaller workloads and assessed through the screening described 325

below. 326

5.1 SLH-DSA Screening and Exclusion from Full Replay 327

SLH-DSA-SHA2-128s was implemented and successfully validated on small workloads. Its complete 328

workload across both recordings and the four alternative grouping configurations would require 329

1,892,698 signatures. The full signing-and-replay matrix was omitted because of its high offline 330

generation cost and the unfavorable communication requirements identified below. 331

A preliminary runtime diagnostic 3 used three serial samples per algorithm and grouping configura- 332

tion on representative inputs. SLH-DSA median signing and verification times were approximately 333

442–444 ms and 0.45–0.46 ms, respectively. Applying each algorithm’s measured medians to the 334

1,892,698 signatures required across both recordings and all four grouping configurations projects 335

233.27 h for sequential SLH-DSA signing and one verification per signature, compared with 1.82 h 336

for Falcon-512 and 8.68 min for ML-DSA-44. Under ideal parallel execution using four processes, 337

these estimates become 58.32 h, 27.27 min, and 2.17 min, respectively. These are preliminary work- 338

load projections, not measured end-to-end runtimes; they exclude key generation, file handling, 339

repeated validation, replay, and parallelization overhead. 340

The communication requirement provides independent evidence for screening. A 7,856-byte signa- 341

ture [5] requires at least ⌈7856/7⌉ = 1123 additional frames, even when all seven available payload 342

bytes carry signature data. At the fastest evaluated rate of 100 frames/s, fragment transmission 343

alone requires at least 11.22 s. Thus, even optimistic delivery cannot meet the study’s ten-second 344

authentication threshold before adding signing, group formation, queues, verification, or losses. 345

At the largest evaluated group size, k = 20, signature-only airtime totals 5,016.85 s for daytime and 346

4,362.45 s for nighttime. Both exceed the complete 4,200 s observation horizon, before ordinary 347

traffic or authentication metadata is included. All required signature frames therefore cannot be 348

serialized without overlap within the evaluated time budget. Figure 1 compares these requirements 349

with the other algorithms. 350

The declared SPHINCS+-SHA2-128s-simple reference proxy [28], implying approximately 319 s per 351

signature at 24 MHz, introduces an additional processing constraint. It is a conditional estimate 352

rather than a measurement of standardized SLH-DSA on aircraft hardware. 353

These findings support screening out this parameter set as a practical candidate for timely, com- 354

prehensive in-band authentication within the investigated grouping and transport design. No full- 355

window SLH-DSA reception percentage, authentication coverage, or replay latency is claimed. The 356

conclusion does not extend to every SLH-DSA parameter set, processor, or alternative communica- 357

tion architecture. 358

5.2 Baseline Recorded Mode S Traffic Characteristics 359

The daytime target hour contains 5,322,199 recorded Mode S frames, including 752,053 target DF17 360

messages from 798 distinct aircraft addresses. The nighttime hour contains 4,497,009 frames, in- 361

cluding 651,084 targets from 412 addresses. Figure 2 shows cumulative frame counts by downlink 362

format. All recorded formats contribute to background traffic, while only first-hour DF17 messages 363

are signing targets. The unauthenticated baseline introduces no signature traffic and provides no 364

cryptographic message authentication. Recorded messages are accepted as successfully received by 365

construction, since the input consists of messages already observed by the receiver. This does not 366

imply that every original real-world transmission was received. 367

3Performed using an ARM64 Mac with eight logical CPUs and 16 GiB RAM, running macOS 26.4, Python 3.13.3, and

https://orcid.org/0009-0009-0132-3948


Journal of Open Aviation Science 11

1 5 10 20
Messages per signature, k

100

101

102

103

Si
gn

at
ur

e-
on

ly
 a

irt
im

e 
/ t

ar
ge

t h
ou

r (
%

) Daytime

1 5 10 20
Messages per signature, k

Nighttime

ECDSA P-256 (classical)
Falcon-512

ML-DSA-44
SLH-DSA (analytical only)

Figure 1. Optimistic signature-only airtime relative to the one-hour target window. ECDSA is the classical reference; SLH-
DSA is analytical only. The vertical axis is logarithmic. Ordinary traffic and protocol metadata are excluded. The dashed line
represents one hour of aggregate airtime, not an operational capacity threshold.

0 10 20 30 40 50 60 70
Minutes since recording start

0.0

0.5

1.0

1.5

2.0

Cu
m

ul
at

iv
e 

de
co

de
d 

fra
m

es
 (m

illi
on

s) Daytime

0 10 20 30 40 50 60 70
Minutes since recording start

Nighttime

DF 0
DF 4

DF 5
DF 11

DF 16
DF 17

DF 18
DF 20

DF 21
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5.3 Communication Overhead and Offered Airtime 368

The classical ECDSA reference uses 64-byte signatures, compared with approximately 655 bytes for 369

Falcon and 2,420 bytes for ML-DSA. Including the implemented headers and association metadata, 370

per-message authentication requires 43 additional frames for ECDSA, approximately 240 for Falcon, 371

and 828 for ML-DSA. 372

Grouping reduces the number of signatures, although the information identifying the messages 373

within each group increases. At k = 20, the corresponding requirements are 94, approximately 291, 374

and 879 authentication frames per group. These are additional frames; ordinary ADS-B messages 375

liboqs 0.16.0.
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are transmitted separately. 376

At this group size, required daytime authentication airtime is equivalent to 11.66% of the target hour 377

for the classical reference, compared with 36.07% for Falcon and 109.08% for ML-DSA. Nighttime 378

requirements are 10.14%, 31.37%, and 94.85%, respectively. The post-quantum alternatives therefore 379

retain a substantial communication cost relative to conventional signed authentication. 380

These requirements include every complete signing group, including work unfinished at the cutoff. 381

They exceed the optimistic bounds in Figure 1 because the implemented transport carries metadata 382

and fragment headers. Summed airtime measures offered demand, not physical channel occupancy 383

or packet loss. Low transmitted authentication traffic can consequently reflect an unfinished queue 384

rather than a small required workload. 385

5.4 Authentication Latency 386

Figure 3 compares authentication timeliness under the no-interference control. It asks how promptly 387

authentication could complete if reception losses were removed while retaining processing and 388

transmission constraints. 389

At matched settings of k = 20 and 50 authentication frames/s, 73.31% of daytime targets authenticate 390

within ten seconds using ECDSA, compared with 22.66% using Falcon and zero using ML-DSA. The 391

corresponding nighttime fractions are 78.43%, 24.82%, and zero. Longer deadlines substantially im- 392

prove coverage. Falcon reaches 98.75% daytime and 98.88% nighttime coverage within 600 seconds, 393

approximately matching the classical reference at this grouping size. ML-DSA reaches 66.40% and 394

55.15%, respectively. High eventual coverage therefore does not necessarily imply timely authenti- 395

cation. 396

These deadlines begin at each message’s recorded source timestamp. A message authenticated by 397

the common 70-minute cutoff can still miss its individual 600-second deadline. Consequently, final- 398

cutoff coverage and deadline coverage answer different questions. 399

Ordinary transmission remains independent of signing. Across the evaluated configurations, au- 400

thentication adds at most approximately 0.12 ms to ordinary transmission, and fewer than 1.2% of 401

targets experience a positive additional delay. Ordinary messages have priority once any authenti- 402

cation frame already in flight finishes. These values quantify additional modeled delay, rather than 403

absolute onboard sensor-to-transmission latency. 404

5.5 Authentication Reconstruction and Success 405

Table 4 reports ordinary reception and subsequent authentication under the capture model. Both 406

percentages use all target messages as their denominator, and authenticated messages are a sub- 407

set of received messages. Unlike Figure 3, the table includes modeled reception losses and counts 408

authentication completed by the common 70-minute cutoff. 409

Grouping improves ordinary reception by reducing additional traffic. For daytime k = 20, reception 410

reaches 89.23% with the classical reference, 71.55% with Falcon, and 46.87% with ML-DSA. However, 411

none of these configurations authenticate a target message by the cutoff. 412

The failure counters identify incomplete reconstruction as the principal bottleneck. Even for the 413

smaller classical signatures, daytime ECDSA at k = 5 receives approximately 5.49 million authen- 414

tication fragments but reconstructs only 25 complete authentication signatures out of 150,103, av- 415

eraged across five runs. Only six groups also have all required ordinary-message inputs available, 416

authenticating 30 messages, or 0.00399% of the target population. 417

This explains why improved reception may or may not produce improved authentication. Larger 418

https://orcid.org/0009-0009-0132-3948
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Figure 3. Percentage of all targets authenticated within each source-relative deadline under the no-interference control,
at 50 authentication frames/s per aircraft and one reference verification worker. ECDSA supplies the classical comparison.
Exact zeros are distinguished from positive values below 0.1%. The figure suppresses reception losses but retains processing
and transmission constraints; it does not report final-cutoff coverage.

groups require fewer authentication frames per ordinary message, but each group requires a larger 419

complete authentication object and all of its constituent messages. For example, ECDSA at k = 20 420

requires all 94 authentication fragments and all 20 ordinary messages. In these runs, reduced traffic 421

did not compensate for the complete-group reconstruction requirement. 422

The larger post-quantum authentication objects encounter the same limitation. Across every tested 423

capture configuration and seed, Falcon and ML-DSA produce no complete received authentication 424

object and consequently authenticate no target messages. These are delivery and reconstruction 425

failures, rather than invalid cryptographic signatures. The evaluated transport provides neither re- 426

transmission nor erasure coding. 427

5.6 Verification Workload 428

Figure 4 compares receiver capacity across the classical reference and both post-quantum algorithms. 429

Under ideal reception, k = 1, and 50 authentication frames/s, increasing the receiver from one to 430

four reference workers raises daytime ECDSA coverage from 36.49% to 93.47%. Falcon increases 431

from 31.55% to 35.91%, while ML-DSA increases from 9.30% to 13.87%. Nighttime improvements for 432

the post-quantum schemes are smaller still. 433

An assumed 1 ms verification worker produces approximately the same coverage as four reference 434

workers. Remaining signing and transmission work therefore limits coverage even after additional 435

verification capacity is available. Under capture, missing authentication material presents a further 436

limitation that faster verification cannot resolve. 437

5.7 Sensitivity Analysis 438
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Table 4. Ordinary reception and authentication at 50 authentication frames/s per aircraft, under the capture model with
one reference verification worker. Signed results are means across five seeds, expressed as percentages of all first-hour
targets. Authentication is measured at the 70-minute cutoff. The unsigned row is the conditioned baseline. Authentication
is a subset of reception; zeros denote no authenticated messages, rather than rounded small values.

Daytime Nighttime
Algorithm k Received (%) Authenticated (%) Received (%) Authenticated (%)

Unsigned ADS-B – 100 0 100 0

ECDSA P-256 (classical) 1 46.23 0.01364 53.89 0.05053
5 77.29 0.00399 79.89 0.02058

10 85.04 0.00133 86.88 0.00307
20 89.23 0 90.55 0

Falcon-512 1 29.81 0 37.71 0
5 43.40 0 50.93 0

10 57.42 0 61.75 0
20 71.55 0 74.68 0

ML-DSA-44 1 22.68 0 33.76 0
5 30.59 0 39.22 0

10 35.50 0 44.06 0
20 46.87 0 52.63 0

ECDSA P-256
(classical reference)

Falcon-512 ML-DSA-44
0

25

50

75

100

Au
th

en
tic

at
ed

 a
t c

ut
off

 (%
 o

f a
ll 

ta
rg

et
s)

36.5
31.5

9.3

93.5

35.9

13.9

93.5

35.9

13.9

Daytime

ECDSA P-256
(classical reference)

Falcon-512 ML-DSA-44

42.2

29.2

9.8

87.6

29.2

10.4

87.6

29.2

10.4

Nighttime

Per-message authentication (k= 1) · no interference · 50 frames/s per aircraft

1 reference worker 4 reference workers 1 assumed 1 ms worker

Figure 4. Receiver-capacity sensitivity for per-message authentication (k = 1), under the no-interference control at 50
authentication frames/s per aircraft. Bars show the percentage of all targets authenticated by the 70-minute cutoff. ECDSA
is the classical reference. Reference-worker speeds are algorithm-specific; the 1 ms verification time is hypothetical.

5.7.1 Grouping and Signing Capacity 439

Grouping reduces signing frequency and communication demand while increasing the wait for a 440

complete group. Among messages in complete k = 20 groups, the 95th-percentile formation wait is 441

36.69 s in daytime and 23.26 s at night. A further 7,493 daytime and 3,644 nighttime messages remain 442

in incomplete final groups and receive no signature at the cutoff. 443

https://orcid.org/0009-0009-0132-3948
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Under the configured Falcon signing proxy of approximately 936.24 ms per group, per-message sign- 444

ing leaves 64,087 daytime and 99,763 nighttime groups unfinished at the signing stage at the cutoff. 445

At k = 20, neither window retains unfinished signing groups. Grouping can therefore remove a com- 446

putational bottleneck without resolving the separate reconstruction failures observed under capture. 447

5.7.2 Authentication Transmission Rate 448

Increasing transmission rate can improve ideal-reception coverage while reducing ordinary recep- 449

tion under capture. For daytimeML-DSA at k = 20, raising the rate from 10 to 100 frames/s increases 450

no-interference authentication coverage from 36.86% to 98.68%. Under capture, ordinary reception 451

falls from 73.09% to 41.84%, while authentication coverage remains zero. 452

Faster fragment transmission therefore trades reduced transmission backlog against additional shared- 453

channel interference. Its benefit depends on which stage limits successful authentication. 454

5.7.3 Traffic Window and Capture Variability 455

The nighttimewindowprovides higher ordinary reception in the compared configurations. At k = 20 456

and 50 frames/s, Falcon reception increases from 71.55% in daytime to 74.68% at night; ML-DSA in- 457

creases from 46.87% to 52.63%. Authentication nevertheless remains zero under capture for both 458

schemes. Lower aggregate traffic also does not guarantee smaller processing queues, because work- 459

load timing and its distribution across aircraft differ. 460

The five seeds retain identical messages and signed workloads, changing only the random priorities 461

used to resolve capture conflicts. For daytimeML-DSA at k = 20 and 100 frames/s, ordinary reception 462

ranges from 41.80% to 41.87%. This range describes variation across those assignments, rather than 463

a confidence interval for operational reception or variability across recording days. 464

6. Discussion 465

The results show that timely ADS-B authentication requires valid signatures, delivery of the sup- 466

porting material, reconstruction of the signed input, and successful verification. Under the evaluated 467

assumptions, communication and processing constraints substantially limit authentication coverage. 468

6.1 Limits of Authentication 469

Separating ordinary reception from authentication preserves the availability of surveillance infor- 470

mation while its authenticity remains unresolved. This is useful for compatibility with existing 471

ADS-B operation, but introduces an interval during which received information remains unveri- 472

fied. Authentication completed after an operational decision cannot retrospectively protect that 473

decision. Consequently, high eventual authentication coverage does not necessarily imply effective 474

protection for time-sensitive surveillance. An operational receiver would require explicit policies 475

for provisional use, authentication expiry, and the treatment of missing or rejected authentication 476

material. 477

Cryptographic authentication also has a narrower scope than surveillance correctness. A valid sig- 478

nature binds message contents to a provisioned credential; it does not independently establish that 479

the reported position is correct or that the underlying navigation source is trustworthy. Incorrect 480

data produced by a legitimate transmitter can still carry a valid signature. 481

The scenarios defined in subsection 4.5 identify bottlenecks rather than establish rigorous upper and 482

lower bounds on operational performance. Actual reception depends on received power, decoder 483

behavior, and unrecorded interference that the capture model does not reproduce. Moreover, an 484
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ideal reception can increase verification queues, so it does not necessarily maximize authentication 485

coverage within every deadline. 486

6.2 Algorithm and Architecture Trade-offs 487

The classical reference demonstrates that fragmentation and incomplete reconstruction constrain 488

signed ADS-B even before the additional overhead of post-quantum signatures is introduced. Falcon 489

andML-DSA impose different burdens: Falcon requires fewer transmissions, whereasML-DSA offers 490

faster signing under the selected timing profiles but produces larger signatures. Their suitability, 491

therefore, depends on the combined processing and communication requirements rather than on 492

signature size or isolated execution time alone. 493

Grouping reduces signature demand but introduces collection delay and, in the evaluated design, de- 494

pendence on receiving every constituent message and authentication fragment. This dependency is 495

specific to the reconstruction procedure, rather than an unavoidable property of grouped authentica- 496

tion. Alternative message representations or loss-recovery mechanisms could improve robustness, 497

but their additional communication and processing costs would require evaluation. 498

The timing profiles represent assumed resources rather than measured performance on aircraft and 499

receivers. Optimized implementations and hardware acceleration could shorten processing times, 500

while competing workloads could reduce available capacity. Sustainable operation requires each 501

aircraft’s signer to keep pace with group formation and the receiver to keep pace with the aggregate 502

arrival of reconstructable groups, with sufficient headroom for bursts and timing variability. 503

Faster signing can also expose a communication bottleneck by making more authentication traffic 504

available for transmission, potentially increasing interference with ordinary messages. Hardware 505

improvements, therefore, require evaluation through the complete replay rather than proportional 506

reductions in the reported authentication delays. 507

The SLH-DSA screening identifies a further constraint that faster hardware cannot remove: its signa- 508

ture bytes still have to be transmitted. Together with the processing requirements under the selected 509

proxy, this supports screening out SLH-DSA-SHA2-128s for timely, comprehensive authentication 510

within the investigated transport and grouping range. This conclusion does not extend to every 511

SLH-DSA parameter set or alternative communication architecture. 512

6.3 Future CNS Evolution 513

The findings favor treating authentication as a requirement of the communication, navigation, and 514

surveillance architecture, with an explicit allocation of bandwidth, processing capacity, and trust- 515

management resources. Adding independently fragmented public-key signatures to existing broad- 516

casts places a large burden on a channel that must continue carrying the underlying surveillance 517

traffic. 518

One research direction is to use post-quantum signatures less frequently to authenticate longer- 519

lived key material, while using compact authenticators for individual messages. Delayed-disclosure 520

broadcast schemes such as TESLA provide a relevant architectural example, although they introduce 521

their own timing and trust requirements 4. Their suitability would depend on secure initialization, 522

clock assumptions, loss tolerance, and acceptable authentication delay. Such an approach would 523

require a new evaluation and is not validated by the present results. 524

Another direction is to carry authentication material over a complementary link with greater pro- 525

vision for security traffic. EUROCONTROL describes LDACS as a wideband aeronautical commu- 526

nication system with reservation-based access and ongoing investigation of surveillance applica- 527

4https://www.rfc-editor.org/rfc/rfc4082.html
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tions 5. This motivates examining authentication alongside future link design. Any complementary 528

architecture would also need to address coverage, airborne reception, interoperability, credential 529

distribution, and continued operation when the additional link is unavailable. 530

6.4 Limitations 531

The empirical scope is limited to two recordings from one receiver. They support a comparison 532

between the observed daytime and nighttimeworkloads, but do not establish general behavior across 533

airports, receiver locations, traffic conditions, or seasons. Only exported decoded Mode S frames are 534

available, and the timestamp uncertainty described in the Methodology directly affects the inferred 535

overlap patterns. Exact RF failure percentages are therefore less robust than workload counts and 536

signature-size-based communication requirements. 537

The observation design also favors eventual completion by stopping the creation of new target 538

groups after the first hour while allowing existing work to continue. A continuously operating sys- 539

tem would receive new authentication work throughout that period. Final-cutoff coverage should 540

therefore not be interpreted as evidence of steady-state capacity, and unfinished work at the cutoff 541

remains censored rather than demonstrating permanent authentication failure. 542

Several assumptions affect realism in different directions. Provisioned keys and unconstrained queues 543

omit credential distribution, storage limits, and resource contention, whereas the absence of retrans- 544

mission or error correction increases sensitivity to missing material. Adding recovery mechanisms 545

would consume further channel capacity. The evaluation also does not measure energy consump- 546

tion, worst-case execution times, or performance under deliberate interference and authentication- 547

flooding attacks. The selected parameter sets and heterogeneous timing references do not constitute 548

a security-level-matched hardware benchmark. 549

The next validation steps should therefore combine recordings that preserve receiver timing with 550

measured performance on candidate onboard and ground platforms, followed by receiver experi- 551

ments that characterize capture and reconstruction under controlled interference. Operational suit- 552

ability would additionally require application-specific authentication deadlines and a safety assess- 553

ment of how unverified information is used. 554

7. Conclusion 555

This study combined two recorded Mode S traffic windows with real cryptographic signatures to 556

evaluate fragmented authentication over ADS-B 1090ES. ECDSA P-256 provided a classical reference 557

for Falcon-512 and ML-DSA-44, while SLH-DSA-SHA2-128s was assessed through implementation 558

validation and screening. 559

Even under ideal reception, processing and fragment transmission constrained authenticationwithin 560

the evaluated deadlines. Under the assumed capture model, Falcon and ML-DSA produced no com- 561

plete received authentication objects and therefore authenticated no target messages by the obser- 562

vation cutoff. Grouping reduced signature demand and improved ordinary reception, but increased 563

the number of inputs required for successful group authentication. Additional verification capacity 564

relieved individual bottlenecks without resolving signing or delivery constraints. SLH-DSA screen- 565

ing identified substantial signature-transmission requirements alongside high offline generation cost 566

and unfavorable embedded processing estimates. 567

The results therefore do not support the evaluated fragmented-signature retrofit as a practical means 568

of providing comprehensive post-quantum authentication under the investigated conditions. Recep- 569

tion estimates remain conditional on the recording and interference assumptions, and the findings 570

5https://www.eurocontrol.int/system/l-band-digital-aeronautical-communication-system

https://www.eurocontrol.int/system/l-band-digital-aeronautical-communication-system
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do not establish that other ADS-B authentication architectures are infeasible. Progress requires joint 571

evaluation of authentication, transport, loss recovery, and processing capacity, supported by mea- 572

surements on candidate airborne and ground hardware and controlled receiver experiments. 573
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Appendix 1. Supplementary Figures 696

A  Sender and alternative channel assumptions

Retained copies
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Other recorded
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Select one channel assumption per run

B  Receiver and authentication Same receiver steps in each run

M, σ

Cannot complete

Receptions and verification must finish by 4,200 s; no retransmission or erasure coding.
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nighttime.jsonl

First-hour DF17 targets
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Authentication generation
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No-interference control
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including overlapping ordinary and auth. frames.
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Figure 5. Experimental workflow with alternative channel assumptions (A) and a common receiver procedure (B). Authen-
tication requires complete, unambiguous reconstruction and successful signature verification. Incomplete material and
work pending at the cutoff are distinguished from rejection.
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